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Typical approach to compliance
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Implementation

Project Roadmap

Gap Assessment



Implementation focusing on the below high risk areas… 
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1
Accountability

Minimum documentation 

required to demonstrate 

compliance, e.g.:

• ROPAs

• DPIAs

• Policies & Procedures, 
etc

2
Ecosystem 

Manage risks driven by 

Third Parties:

• Procurement Process

• Contracts

• Third Party Risk 
Assessment

• Third Party Audit

3
Customer

Do we enhance our 

customers’ trust?

• Consent Management

• Notice Management

• Data Subject Rights 
Management



EY’s Benchmark Survey
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89% assigned 10 or less full-time 

employees

59% have less than 6 million 

budget

50% think the programme is 

about the same size to their peers

There is a positive correlation* between the organization size and the overall programme budget. 

► It indicates that bigger the organization more the budget for the programme 

► Organizations with more budget and FTEs believe their GDPR programme is bigger in size compared 
to their industry peers



EY’s Benchmark Survey
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More than 40% believe ‘IT 

systems, ‘Knowing where 

our data is’, and ‘Erasure 

and record retention’ are the 

most common issues faced 

by GDPR programmes.

47% 
Knowing where 

our data is

43%
Erasure and 

record retention

47%
IT systems

1

3
2

43%
Lawful conditions & 

authorisation of processing: 
Data Protection Notices, 

Consent management

37%
Privacy Policy 
Environment

33%
Privacy Accountabilities 

and Governance



What is the primary lawful basis 
for your marketing activities? 

23 
February 



Even for marketing purposes, other lawful basis may apply
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We may be seeing an overall 
rejection of consent as the 
primary lawful basis for 
processing.

IAPP – EY Privacy Governance Report 2018

“

0 1 2 3 4 5 6 7

Mandatory DPO requirement

Appointing legal representative

Understanding jurisdictional scope

Determining lawful basis for processing

Restrictions on profiling

Cross border data transfer

Understanding regulatory oversight

Conducting data protection impact
assessments

Gathering explicit consent

Breach notification requirements

Data portability

Fulfilling subject access requests

Right to be forgotten

GDPR Obligation Difficulty 
(Mean Score On 0-10 Scale: 0=Not At All Difficult; 

10=Extremely Difficult)
2018 2017
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Source: IAPP – EY Privacy Governance Report 2018



Have you automated 
consent management processes?

23 
February 



Consent Management Typical Approach & Issues
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Sent email to 

Customer
Record Answer

Download 

Eligible CRM 

Lists

Analyze
Send 

Campaign

Potentially high lead times 
between consent retrieval and 
campaign launch. (potentially 
increased with third party 
marketing companies)

Difficult for the customer to 
change consent and 
communication preferences



Automate Consent, Notice, and Data Subject Rights Management
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Dashboarding Consent 
Management

Notice Management Data Subject Rights 
Management
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Enhance trust and minimize 
risk by automating processes 
(e.g. CNDR)

Identify alternative primary 
lawful basis for processing

Be careful not to shoot 
your legs…



Q
&

A

Thank you



EY | Assurance | Tax | Transactions | Advisory

About EY
EY is a global leader in assurance, tax, transaction and advisory services. 
The insights and quality services we deliver help build trust and confidence 
in the capital markets and in economies the world over. We develop 
outstanding leaders who team to deliver on our promises to all of our 
stakeholders. In so doing, we play a critical role in building a better working 
world for our people, for our clients and for our communities.

EY refers to the global organization, and may refer to one or more, of the 
member firms of Ernst & Young Global Limited, each of which is a separate 
legal entity. Ernst & Young Global Limited, a UK company limited by 
guarantee, does not provide services to clients. For more information 
about our organization, please visit ey.com.

About EY's Advisory Services 
In a world of unprecedented change, EY Advisory believes a better working 
world means helping clients solve big, complex industry issues and 
capitalize on opportunities to grow, optimize and protect their businesses. 
From C-suite and functional leaders of Fortune 100 multinationals to 
disruptive innovators and emerging market small and medium-sized 
enterprises, EY Advisory works with clients — from strategy through 
execution — to help them design better outcomes and realize long-lasting 
results. A global mindset, diversity and collaborative culture inspires EY 
consultants to ask better questions. They work with their clients, as well as 
an ecosystem of internal and external experts, to create innovative 
answers. Together, EY helps clients’ businesses work better.
The better the question. The better the answer. The better the world 
works. 
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