
“Right now, a Masai warrior 

on a mobile phone in the 

middle of Kenya has better 

mobile communications 

than the U.S. president did 

25 years ago. 
 

 

 

If he’s on a smart phone 

using Google, he has 

access to more information 

than the U.S. president did 

just 15 years ago.” 
 

Peter Diamandis, author of 

“Abundance” 
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Processing Power | Today’s smartphones are what used to be considered supercomputers 

Experts Exchange, Processing Power Compared 

1969 1985 1985 2010 
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Storage over time 



TECHNOLOGY 

The data we produced yesterday and the 

day before yesterday is equal to the data 

that humanity produced until 2003 



If you think that the internet has changed your life, think 

again. The IoT is about to change it all over again! 
 

Brendan O’Brien, Chief Architect & Co-Founder, Aria Systems 

THE INTERNET OF THINGS 
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The Internet of Things is already here 
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IoT: significant cybersecurity issues 



Mobile Devices Pocket Supercomputers 

1 
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Coronation of Pope Benedictus 

Before the smartphone era… 
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Coronation of Pope Franciscus 

…and after that 



We're entering a new world in which data may be more important than software. 

DATA PRIVACY 

“We're entering a new world in which data may be more 

important than software” 
Tim O'Reilly 

https://www.brainyquote.com/quotes/tim_oreilly_219565?src=t_data


Customer Experience Strategy | Give customers quality time 



The individual has the right to… 
1. …access –this means that individuals have the right to request access to their personal data and to ask how their data 

is used by the company after it has been gathered. The company must provide a copy of the personal data, free of charge and 
in electronic format if requested. 
 

2. …be forgotten – if consumers are no longer customers, or if they withdraw their consent from a company to use their 
personal data, then they have the right to have their data deleted. 
 

3. …data portability – Individuals have a right to transfer their data from one service provider to another. And it 
must happen in a commonly used and machine readable format. 
 

4. …be informed – this covers any gathering of data by companies, and individuals must be informed before data is 
gathered. Consumers have to opt in for their data to be gathered, and consent must be freely given rather than implied. 
 

5. …have information corrected – this ensures that individuals can have their data updated if it is out of date or 
incomplete or incorrect. 
 

6. …restrict processing – Individuals can request that their data is not used for processing. Their record can remain 
in place, but not be used. 
 

7. …object – this includes the right of individuals to stop the processing of their data for direct marketing. There are no 
exemptions to this rule, and any processing must stop as soon as the request is received. In addition, this right must be 
made clear to individuals at the very start of any communication. 
 

8. …be notified – If there has been a data breach which compromises an individual’s personal data, the individual has a 
right to be informed within 72 hours of first having become aware of the breach. 



New key requirements 

• Direct liability for data processors  

• Data breach reporting 

• New and expanded individual rights 

• Limitations on profiling 

• Appointment of Data Protection Officers (DPOs)  

• Mandatory “data mapping” and documentation requirements 

• Consents 

• Enhanced Privacy notices 

• Data protection Impact Assessments 

• Transfers outside the EU  



Readiness is low         1/2 

Source: Dell 



Readiness is low         2/2 

Source: Symantec 



Revenue drivers 

Source: KPMG 



Establish procedures for handling personal data 

• How can individuals give consent in a legal manner? 
 

• What is the process if an individual wants his data to be 
deleted? 
 

• How will you ensure that it is done across all platforms and 
that it really is deleted? 
 

• If an individual wants his/her data to be transferred, how will 
you do it? 
 

• How will you confirm that the person who requested to have his 
data transferred is the person he says he is? 
 



Customer Experience 

• Convert a regulation to an opportunity 
 

• Turn GDPR into a competitive advantage 
 

• Be open, become a customer advocate 
 

• Proactively tell your customers what data you keep 
 

• Give customers the ability to choose the data they want 
to protect 
 



Marketing & Sales 

• Marketing campaigns need data analysis 
 

• Data mining requires complete data to be valid 
 

• Streaming data, big data processing, machine learning: 
will data be there? 
 

• Opt-in rights 
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Regulation implications 

Payment Systems Directive (PSD2): APIs & SCA 
 

Green Paper on Retail Financial Services 
 

Consultation on FinTech 
 

Manifesto by FinTechs 



The Cloud 

• Physical location of data 
 

• Safe Harbor agreement 
• You can only move personal data of EU citizens physically out of the EU if 

you’re moving it to a country that has comparable levels of protection 

• Ruled invalid by a legal court case in Ireland in 2016 on the basis that the US 
Patriot Act took precedent when the data landed in the US, thus, making the 
data less protected for EU citizens 
 

• Privacy Shield agreement 
• In late 2016, the US and the EU came up with a new agreement called Privacy 

Shield. Even with Privacy Shield there still remains a question about moving 
data out of the EU 

 

• GDPR 
• Much higher level of data protection than the current laws 
• Still a question to the degree to which you’ll be able to move data out of the 

EU 



Thank you! 


