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ȹȽȷɉȺȽɅȽɆȼ ȺɄȽɉȺȽɅȼɀȷɇȽȾɋɁ ȾȽɁȹɈɁɋɁ  
Ⱦɑɜŭɡɜɞɘ & ȺɡɗɨɜŮɠ  

  
ȺɄȽɉȺȽɅȼɆȼ 

ǬǫǯǧǶǯǱǫ 
(ǬŬȅŬȍǼ ǨɸȆȐŮȆȍȄȉŬŰȆȇȌǿ) 

- ǲȌȈȆŰȆȇȌȇȌȆȊȒȊȆȇȌǿ  

- ǮȄ ŬȊŰŬȂȒȊȆůŰȆȇȕ ɸȍȌȓȕȊ 

- ǥȊŮɸȆŰȏȐǽȎ marketing 

- é 

ǮǪ ǥǴūǥǭǫǴǫǮǱǫ 
ǬǫǯǧǶǯǱǫ 

  

ǬǫǯǧǶǯǱǫ 
(Tangible Assets)  

- ūɡůɘəɎ ūŬɘɜɧɛŮɜŬ 

- ȷɜɤŰɏɟŬ ȸɑŬ 

- ȷȊȅȍɩˊɘɜɖ ȷɛɏɚŮɘŬ 

- ǵȏȐŬǿŬ ȂŮȂȌȊȕŰŬ 

- é 

ǱǫǬǱǯǱǮǫǬǪ ǩǪǮǫǥ 

ǥǴūǥǭǫǴǫǮǱǫ 
ǬǫǯǧǶǯǱǫ 

  

 

ǨǶŪǶǯǨǴ 
(Intangible Assets)  

Å ǨȍȂŬȃȕȉŮȊȌȆ 

Å ǵȍǿŰȌȆ / ǬȌȆȊȕ - ǥȍȐǽȎ 

Å ǲŮȈǼŰŮȎ, ǮǽŰȌȐȌȆ 

Å ūȏůȆȇȕ ǲŮȍȆȁǼȈȈȌȊ 

ǥǰǫǹǴǨǫǴ ǥǲǱǩǪǮǫǹǴǪǴ 

 

ǥǴūǥǭǫǴǫǮǱǫ 
ǬǫǯǧǶǯǱǫ 

ǩǪǮǫǨǴ, ǥǲǹǭǨǫǥ ǥũǱǳǥǴ 



 

 

ȹȽȷɉȺȽɅȽɆȼ ȺɄȽɉȺȽɅȼɀȷɇȽȾɋɁ ȾȽɁȹɈɁɋɁ                                  

ȷůŰɘəɐ Ⱥɡɗɨɜɖ ȺˊɘɢŮɑɟɖůɖɠ 

       ȺɈŪɈɁȼ                     ȻȼɀȽɃũɃɁȺɆ ɆɈɁȺɄȺȽȺɆ           ȷɆūȷȿȽɆɇȼɅȽɃ     

ȰɜŬɜŰɘ ȺɟɔŬɕɞɛɏɜɤɜ 

ȰɜŬɜŰɘ: ɄŮɚŬŰɩɜ / ɇɟɑŰɤɜ, 

(Ⱦɞɘɜɤɜɘəɞɨ ɄŮɟɘɓɎɚɚɞɜŰɞɠ), 

ɀŮŰɧɢɤɜ, ȾɟŬŰɘəɩɜ ȷɟɢɩɜ é 

ȰɜŬɜŰɘ ūɡůɘəɞɨ ɄŮɟɘɓɎɚɚɞɜŰɞɠ 

ȷɝɘɩůŮɘɠ ɔɘŬ ȯɛŮůŮɠ & ȰɛɛŮůŮɠ  

Ƀɘəɞɜɞɛɘəɏɠ ŬˊɩɚŮɘŮɠ                

- ɆɤɛŬŰɘəɏɠ ɓɚɎɓŮɠ / ŪɎɜŬŰɞɠ   - 

ȼɗɘəɐ ɓɚɎɓɖ / ɣɡɢɘəɐ ɞŭɨɜɖ  

- ɅɨˊŬɜůɖ / ɀɧɚɡɜůɖ ŮŭɎűɞɡɠ - 

ɅɨˊŬɜůɖ/ ɀɧɚɡɜůɖ ɡŭɎŰɤɜ    - 

ȻɖɛɘɎ ůŮ ɉɚɤɟɑŭŬ & ɄŬɜɑŭŬ 

- ɆɤɛŬŰɘəɏɠ ɓɚɎɓŮɠ / ŪɎɜŬŰɞɠ     

- Ɉɚɘəɏɠ ɕɖɛɘɏɠ                              

- Ƀɘəɞɜɞɛɘəɏɠ ɕɖɛɘɏɠ 

- ȷɆɇȽȾȼɆ ȺɈŪɈɁȼɆ 

(ũȺɁȽȾȼɆ ï ɄɅɃɌɃɁɇɃɆ) 

-  ȺũũɈȼɆȼɆ ɄɅɃɌɃɁɇɃɆ 

ȺɅũɃȹɃɇȽȾȼɆ ȺɈŪɈɁȼɆ 

ɄȺɅȽȸȷȿȿɃɁɇȽȾȼɆ  

ȺɈŪɈɁȼɆ 

- ȺɄȷũũȺȿɀȷɇȽȾȼɆ ȺɈŪɈɁȼɆ    

- ȺɈŪɈɁȼɆ ȹȽɃȽȾȼɆȼɆ 

-- ȾȽɁȹɈɁɋɁ ȹȽȷȹȽȾɇɈɃɈ  

ȰɜŬɜŰɘ Ⱦɞɘɜɞɨ / ɄɞɚɘŰɩɜ 

ɆŰɞ ůɨɔɢɟɞɜɞ ɜɞɛɞɗŮŰɘəɧ - ɗŮůɛɘəɧ ˊɚŬɑůɘɞ 

H Ⱥɡɗɨɜɖ ɔɑɜŮŰŬɘ ñŬɜŰɘəŮɘɛŮɜɘəɐ/ŬɡůŰɖɟɐò (strict liability)! 



 

ȺɄȽɉȺȽɅȼɆȼ & ɄȿȼɅɃūɃɅȽȷ 

Ƀɘ ůɨɔɢɟɞɜŮɠ ŬˊŬɘŰɐůŮɘɠ 
 

Â ȼ ůɨɔɢɟɞɜɖ ˊɟŬɔɛŬŰɘəɧŰɖŰŬ:«e-ȺˊɘɢŮɘɟŮɑɜ» ɛŮ ŮɡɟɨŰŮɟɖ 
ŮˊɘəɞɘɜɤɜɑŬ ɛɏůŬ əŬɘ ɏɝɤ Ŭˊɧ Űɖɜ ȺˊɘɢŮɑɟɖůɖ (ȹɘŬŭɑəŰɡɞ, 
Social Media)  
 

Â ȼ əŬŰɞɢɐ əŬɘ ɖ ŭɘŬɢŮɑɟɘůɖ Űɖɠ ɄɚɖɟɞűɞɟɑŬɠ ŬˊɞŰŮɚŮɑ əɟɑůɘɛɞ 
ŬɜŰŬɔɤɜɘůŰɘəɧ ˊɚŮɞɜɏəŰɖɛŬ ɔɘŬ Űɖ ůɨɔɢɟɞɜɖ ȺˊɘɢŮɑɟɖůɖ əŬɘ 
ˊɟɏˊŮɘ ɜŬ ɏɢŮɘ ŰŬ ˊŬɟŬəɎŰɤ ɢŬɟŬəŰɖɟɘůŰɘəɎ: 
Ã ȷɝɘɞˊɘůŰɑŬ & ȷɟŰɘɧŰɖŰŬ (Integrity) 

Ã ȹɘŬɗŮůɘɛɧŰɖŰŬ (Availability) 

Ã ȺɛˊɘůŰŮɡŰɘəɧŰɖŰŬ (Confidentiality) 

    ɇɖɜ ˊŬɟŬˊɎɜɤ ŬˊŬɑŰɖůɖ ŮəűɟɎɕŮɘ ɛŮ ŬɡůŰɖɟɧ Űɟɧˊɞ ɞ ɜɏɞɠ   

ȾŬɜɞɜɘůɛɧɠ ɄɟɞůŰŬůɑŬɠ Ʉɟɞůɤˊɘəɩɜ ȹŮŭɞɛɏɜɤɜ (GDPR)  

 



 

ȺɄȽɉȺȽɅȼɆȼ & ɄȿȼɅɃūɃɅȽȷ 

Ƀɘ əɑɜŭɡɜɞɘ ŭɘŬŭɘəŰɨɞɡ 

Â ȺɑɜŬɘ çˊŬɔəɞůɛɘɞˊɞɘɖɛɏɜɞɘè é 

 

Â ɄɘɗŬɜɧŰɖŰŬ ɔɘŬ ŬɝɘɩůŮɘɠ ɢɟɖɛŬŰɘəɐɠ Ŭˊɞɕɖɛɑɤůɖɠ (ɎɛŮůɖ ɐ/əŬɘ 

ɏɛɛŮůɖ ŬˊɞɗŮŰɘəɐ ɞɘəɞɜɞɛɘəɐ ɕɖɛɘɎ)   

 

Â ȹŬˊɎɜŮɠ əŬɘ ɏɝɞŭŬ ůŮ ůɢɏůɖ ɛŮ ŬɝɘɩůŮɘɠ Ŭˊɞɕɖɛɑɤůɖɠ, ˊɞɡ 

ŭŮɜ ɛˊɞɟɞɨɜ ŮɨəɞɚŬ ɜŬ ŭɘŮɡɗŮŰɖɗɞɨɜ Ůɝɤŭɑəɤɠ  

 

Â ɆɡɜɏˊŮɘŮɠ Ŭˊɧ Ůɝ ŬɛŮɚŮɑŬɠ ɚɎɗɞɠ ɐ ˊŬɟɎɚŮɘɣɖ ŬɚɚɎ əŬɘ 
əŬəɧɓɞɡɚɖ ŭɟɎůɖ (ŭɘŬɟɟɞɐ / ɡˊɞəɚɞˊɐ ˊɚɖɟɞűɞɟɘɩɜ) 

 
Ʉɞɚɚɏɠ ŮˊɘɢŮɘɟɐůŮɘɠ ɏɢɞɡɜ ɡˊɞůŰŮɑ çɕɖɛɘɏɠè. ɋůŰɧůɞ, ŮɚɎɢɘůŰŮɠ 
ɔɜɤůŰɞˊɞɘɞɨɜŰŬɘ (əɞɟɡűɐ Űɞɡ ˊŬɔɧɓɞɡɜɞɡ) 

 



 

ȹȽȷɉȺȽɅȽɆȼ ȾȽɁȹɈɁɋɁ (Risk Management) 

ɀŮɗɞŭɞɚɞɔɑŬ ï ȸŬůɘəɏɠ ȷɟɢɏɠ 

Â ȷɜɎɚɡůɖ Ⱦɘɜŭɨɜɤɜ (Risk Analysis) 

Â ȺəŰɑɛɖůɖ ŮɡŬɘůɗɖůɑŬɠ /ñɇɟɤŰɧŰɖŰŬɠò ɆɡůŰɐɛŬŰɞɠ 

(Threat Vulnerability Assesment) 

Â Ʉɟɧɚɖɣɖ Ⱦɘɜŭɨɜɤɜ ɛŮ ȹɘŬŭɘəŬůɑŮɠ, Ɇɡɛɛɧɟűɤůɖ, ɀɏŰɟŬ 

ȷůűŬɚŮɑŬɠ (Risk Prevention & Risk Mitigation) 

Â Ⱥəɢɩɟɖůɖ ɈˊɞɚŮɘɛɛŬŰɘəɞɨ Ⱦɘɜŭɨɜɞɡ 

(Residual Risk Allocation)  

Â ȷɆūȷȿȽɆȼ (Insurance):  

- ȷůűɎɚɘůɖ Ⱦɘɜŭɨɜɤɜ ȹɘŬŭɘəŰɨɞɡ (Cyber Risk Insurance) 

- ȷůűɎɚɘůɖ ȺˊŬɔɔŮɚɛŬŰɘəɐɠ Ⱥɡɗɨɜɖɠ (Professional Indemnity Insurance) 

     - ȷůűɎɚɘůɖ Ⱥɡɗɨɜɖɠ ɆŰŮɚŮɢɩɜ ȹɘɞɑəɖůɖɠ (D&O Insurance) 

Data Protection Officer (DPO) 

ȺɝŮɘŭɘəŮɡɛɏɜɞɠ Risk Manager ůŰɖ ůɨɔɢɟɞɜɖ ȺˊɘɢŮɑɟɖůɖ! 



 

Â ȾɎɗŮ ȺˊɘɢŮɑɟɖůɖ ˊɞɡ ŰɖɟŮɑ əŬɘ ŭɘŬɢŮɘɟɑɕŮŰŬɘ ɄɟɞůɤˊɘəɎ 

ȹŮŭɞɛɏɜŬ ɇɟɑŰɤɜ (ˊɟŬəŰɘəɎ ɧɚŮɠ / ɞɘ ˊŮɟɘůůɧŰŮɟŮɠ) əŬɘ 

ɘŭɘŬɑŰŮɟŬ ɞɘ ȺˊɘɢŮɘɟɐůŮɘɠ ˊɞɡ ŭɘŬɢŮɘɟɑɕɞɜŰŬɘ ñŮɡŬɑůɗɖŰŮɠò 

ˊɚɖɟɞűɞɟɑŮɠ  (ɈɔŮɑŬɠ, ȷůűŬɚɘůŰɘəɏɠ, ɉɟɖɛŬŰɞɘɞəɞɜɞɛɘəɏɠ əɚˊ) 

Â ȾɎɗŮ ȺˊɘɢŮɑɟɖůɖ ˊɞɡ ŬˊɞɗɖəŮɨŮɘ ˊɚɖɟɞűɞɟɑŮɠ ˊɟɞůɓɎůɘɛŮɠ 

Ŭˊɧ ɇɟɑŰɞɡɠ ɛɏůɤ internet 

  

ɄɟɞɦˊɞɗɏůŮɘɠ ŬůűŬɚɘůɘɛɧŰɖŰŬɠ 

 

Â ȾŬɚɐ ɔŮɜɘəɐ ŮɘəɧɜŬ Űɖɠ ȺˊɘɢŮɑɟɖůɖɠ 

Â ȽəŬɜɞˊɞɘɖŰɘəɧɠ ȾŬɜɞɜɘůɛɧɠ ɄɟɞůŰŬůɑŬɠ, ȿŮɘŰɞɡɟɔɑŬɠ & 
ȹɘŬɢŮɑɟɘůɖɠ ɄɚɖɟɞűɞɟɘŬəɩɜ ɆɡůŰɖɛɎŰɤɜ 

 

  ȷɆūȷȿȽɆȼ ȾȽɁȹɈɁɋɁ ȹȽȷȹȽȾɇɈɃɈ (Cyber Risk Insurance) 

Ʉɞɘɞɡɠ ŮɜŭɘŬűɏɟŮɘ 



 

ȷɆūȷȿȽɆȼ ȾȽɁȹɈɁɋɁ ȹȽȷȹȽȾɇɈɃɈ (Cyber Risk Insurance) 

ũɘŬŰɑ ŮɑɜŬɘ ŬˊŬɟŬɑŰɖŰɖ (1)  

Â ȼ ɟŬɔŭŬɑŬ ŰŮɢɜɞɚɞɔɘəɐ Ůɝɏɚɘɝɖ əŬɘ ɖ ˊŬɔəɞůɛɘɞˊɞɑɖůɖ, 

ŭɖɛɘɞɡɟɔɞɨɜ ůɡɜŮɢɩɠ ñɏɜŰŬůɖò əɘɜŭɨɜɤɜ 

Â ȼ ñŬˊŮɘɚɐò ˊɟɞůɓɞɚɐɠ / ɛɧɚɡɜůɖɠ Űɤɜ ˊɚɖɟɞűɞɟɘŬəɩɜ 

ůɡůŰɖɛɎŰɤɜ ŭŮɜ ɏɢŮɘ ůɨɜɞɟŬ. ȺɑɜŬɘ ñ́ Ŭɔəɞůɛɘɞˊɞɘɖɛɏɜɖò 

Â ɄŬɟɎɚɚɖɚŬ ɛŮ Űɖɜ Ůɝɏɚɘɝɖ Űɤɜ ůɡůŰɖɛɎŰɤɜ ˊɟɞůŰŬůɑŬɠ 

ŮɝŮɚɑůůɞɜŰŬɘ əŬɘ ɞɘ ŬɜŰɑůŰɞɘɢŮɠ ñŮˊɘɗŮŰɘəɏɠò ŰŮɢɜɞɚɞɔɑŮɠ 

Â ȼ ŭɘŬɢŮɑɟɘůɖ Űɖɠ ˊɚɖɟɞűɞɟɑŬɠ əŬɘ Űɤɜ Ʉɟɞůɤˊɘəɩɜ 

ȹŮŭɞɛɏɜɤɜ, ɛɞɘɟŬɑŬ ůɡɜŭɏŮŰŬɘ əŬɘ ɛŮ Űɞɜ Ⱦɑɜŭɡɜɞ Ůɝ ŬɛŮɚŮɑŬɠ 

ȿɎɗɞɡɠ (ERROR) ɐ ɄŬɟɎɚŮɘɣɖɠ (OMISSION) ɐ əŬɘ 

ȾŬəɧɓɞɡɚɖɠ ˊɟɎɝɖɠ (Dishonesty)  

Â ȾŬɛɑŬ ñŬɛɡɜŰɘəɐò ŰŮɢɜɞɚɞɔɘəɐ ɚɨůɖ ŭŮɜ ŮɝŬůűŬɚɑɕŮɘ Űɖɜ 

ŬˊɧɚɡŰɖ ˊɟɞůŰŬůɑŬ 

 



 

Â ȼ ŮˊɘɢŮɘɟɖɛŬŰɘəɐ ŮˊɏəŰŬůɖ, ŭɖɛɘɞɡɟɔŮɑ Ŭɡɝɖɛɏɜɖ ˊɟɧůɓŬůɖ 

ůŰɞ ŭɑəŰɡɞ ɛɘŬɠ ŮˊɘɢŮɑɟɖůɖɠ ɧɢɘ ɛɧɜɞ Ŭˊɧ ɈˊŬɚɚɐɚɞɡɠ ŬɚɚɎ 

əŬɘ ɇɟɑŰɞɡɠ  

 

Â ȼ ŰɎůɖ ɔɘŬ ŬɜŬŭɘɞɟɔɎɜɤůɖ (Re-engineering / Downsizing) əŬɘ 

ůɡɔɢɤɜŮɨůŮɘɠ ȺˊɘɢŮɘɟɐůŮɤɜ ůɡɢɜɎ ŭɖɛɘɞɡɟɔŮɑ 

ñŭɡůŬɟŮůŰɖɛɏɜɞɡɠò ɡˊŬɚɚɐɚɞɡɠ, ˊɞɡ ɛˊɞɟŮɑ ɜŬ ɓɚɎɣɞɡɜ 

 

Â ȼ ɞɚɞəɚɖɟɤɛɏɜɖ ŭɘɞɑəɖůɖ ɛɘŬɠ ȺˊɘɢŮɑɟɖůɖɠ ɛɏůɤ Űɖɠ 

Ʉɚɖɟɞűɞɟɘəɐɠ, ŭɖɛɘɞɡɟɔŮɑ ŮɚəɡůŰɘəɎ  ñəŮɜɎò ˊɞɡ ɛˊɞɟɞɨɜ ɜŬ 

Ŭɝɘɞˊɞɘɖɗɞɨɜ Ŭˊɧ ñHackersò 
 

 

ȷɆūȷȿȽɆȼ ȾȽɁȹɈɁɋɁ ȹȽȷȾɇɈɃɈ (Cyber Risk Insurance) 

ũɘŬŰɑ ŮɑɜŬɘ ŬˊŬɟŬɑŰɖŰɖ (2)  


